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2. Information Communication
Technologies

2.14 Security Awareness

1. Explain the importance of security
awareness related to automation and loT
environments.

2. Describe the threats that impact the loT
environment and devices.

3. List new and emerging technological
tools and products to secure and protect
loT and industrial controls systems.

4. Differentiate amongst the new and
emerging technological tools and
products when it comes to securing loT
and industrial controls systems.

Security Awareness

Security Awareness refers to the
organizations efforts to make all
personnel familiar with the
organizations policies, processes
and technologies used to protect
the organizations information
systems. Organizations must
heavily invest in technologies and
procedures that protect the
organizations information
infrastructure. These
investments can be useless
without proper awareness.
Security awareness should be
imbedded in all aspects of the
organizations personnel
management.

This would include the hiring
processes, promotion
requirements and separation
policies. Security awareness
could be extended to the
organizations customers and
contractors. Security awareness
programs can include signage,
formal hiring and promotion
policies and awareness
campaigns.




INFORMATION COMMUNICATION TECHNOLOGIES — SECURITY AWARENESS

Existing Course Cross Reference

Cisco Networking Academy Courses

IT Essentials

Introduction to Cybersecurity

Introduction to loT

Cisco Cybersecurity Essentials

Mobility Fundamentals

Cisco Partner Courses
Security+ (CSSIA.ORG)

Ethical Hacking and Penetration Testing

(NDG/CSSIA)

Curriculum Resources

Videos

YouTube.com — Configuration Management

YouTube.com — Cisco Nessus Configuration
Management

Web Links

Configuration Management: Best Practices
White Paper

SANS Institute InfoSec Reading Room, Secure

Configuration Management Demystified

NIST Special Publication 800-82 Section 6.2

Textbooks

Internet of Things
Chapter 8

Assessment Resources

Labs

None

Quizzes/Exams

CSSIA CISSP Course

Security Operations — Chapter Exam

Quizlet.com

Configuration Management Flashcards

Configuration Planning and Management
flashcards



https://www.netacad.com/courses/it-essentials/
https://www.netacad.com/courses/intro-cybersecurity/
https://www.netacad.com/courses/intro-internet-of-everything/
https://www.netacad.com/careers/certifications/
https://www.netacad.com/courses/mobility-fundamentals/
http://cssia.org/cssia-resources.cfm
https://netdevgroup.com/content/cybersecurity/labs/ndg_ethical_hacking.html
https://netdevgroup.com/content/cybersecurity/labs/ndg_ethical_hacking.html
https://www.youtube.com/watch?v=-VbQIgtecic
https://www.youtube.com/watch?v=d4mYVjgyO_0
https://www.youtube.com/watch?v=d4mYVjgyO_0
http://www.cisco.com/c/en/us/support/docs/availability/high-availability/15111-configmgmt.html
http://www.cisco.com/c/en/us/support/docs/availability/high-availability/15111-configmgmt.html
https://www.sans.org/reading-room/whitepapers/analyst/secure-configuration-management-demystified-35205
https://www.sans.org/reading-room/whitepapers/analyst/secure-configuration-management-demystified-35205
https://www.dhs.gov/sites/default/files/publications/csd-nist-guidetosupervisoryanddataccquisition-scadaandindustrialcontrolsystemssecurity-2007.pdf
http://cssia.org/cssia-resources.cfm
https://quizlet.com/109347324/configuration-management-flash-cards/
https://quizlet.com/88196083/configuration-planning-and-management-flash-cards/
https://quizlet.com/88196083/configuration-planning-and-management-flash-cards/

