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loT Security Technician Skill Zone — CSSIA.ORG

2. Information Communication
Technologies

2.2 Network Defense

1. Demonstrate the proper use of network
defense tools for continual monitoring
and analysis of system activity.

2. Use external data sources (CVE and
Vendors Vulnerability DB) to maintain
network defense threat conditions.

3. Describe common network defense and
vulnerability assessment tools and their
capabilities.

4. Demonstrate the use of network
scanners to identify vulnerabilities.

5. Intercept and analyze Modbus/TCP
network traffic with a sniffer.

6. Identify vulnerabilities of the industrial
control network, RTUs, SCADA equipment,
network communications and home
automation devices.

7. Describe the purpose of the IEEE 802.15.4
standard and its application in Wireless
Sensor Networks.

8. Differentiate network defense policies,
procedures, and guidelines.

Network Defense

Network Defense refers to the
processes and devices used to
protect a network from internal
and external threats. The first
level of network defense starts
with perimeter protection
including firewalls and access
control lists. Network Defense
also includes protection against
internal threats including theft of
data, unauthorized access and
the spread of malicious code.

INFORMATION COMMUNICATION TECHNOLOGIES — NETWORK DEFENSE

Network Defense requires the loT
security technician to be familiar
with the common vulnerability
exploit database and numbering
system (CVE). Network Defense
also includes technologies like
anti-virus protection, anti-spam,
intrusion detection, network
admission control and the
establishment of user and group
policies.
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Existing Course Cross Reference

Cisco Networking Academy Courses

Introduction to loT

Cisco Cybersecurity Essentials
CCNA Security

Cisco Partner Courses

Security+ (CSSIA.ORG)
Python Programming Security Technicians

(CSSIA.ORG)
loT and ICS Security Controls (CSSIA.ORG)

ICS and SCADA Security (CSSIA.ORG)
CISSP (CSSIA.ORG)

Curriculum Resources

Videos

CCNA Security Introduction

CCNA Security Lab 4 - Configure an Intrusion
Prevention System (IPS)

CCNA Security Lab 1 - Securing the Router for
Administrative Access

CCNA Security Lab 5 - Securing Layer 2
Switches

Textbooks

Practical Internet of Things Security
Chapter 2, 3,5, 6,7, 10

Internet of Things

Chapter 10, 11, 13

Raspberry Pi Networking Cookbook
Chapter 5

NIST Special Publication 800-82 Revision 2
Guide to Industrial Control Systems (ICS)
Security

INFORMATION COMMUNICATION TECHNOLOGIES — NETWORK DEFENSE

Assessment Resources

Labs

Lab-2.5.1.1 - Securing the Router for
Administrative Access

Lab-3.6.1.1 - Securing Administrative Access
Using AAA and RADIUS

Lab-4.4.1.1 - Configuring Zone Based Policy
Firewalls

Lab-5.5.1.1 - Configuring an Intrusion
Prevention System IPS Using the CLI and CCP
Lab-6.5.1.1 - Securing Layer 2 Switches

Quizzes/Exams

Cisco CCNA — Chapter Exams

CSSIA CISSP Course

Security Operations — Chapter Exam

Quizlet.com

CCNA Security
CCNA Security Final

CCNA Security Vocabulary



https://www.netacad.com/courses/intro-internet-of-everything/
https://www.netacad.com/careers/certifications/
https://www.netacad.com/courses/ccna-security/
http://cssia.org/cssia-resources.cfm
http://cssia.org/cssia-resources.cfm
http://cssia.org/cssia-resources.cfm
http://cssia.org/cssia-resources.cfm
http://cssia.org/cssia-resources.cfm
http://cssia.org/cssia-resources.cfm
https://www.youtube.com/watch?v=DYeNxDINCTk
https://www.youtube.com/watch?v=fXJiGObqIjU
https://www.youtube.com/watch?v=fXJiGObqIjU
https://www.youtube.com/watch?v=ZiVfouGOOEU
https://www.youtube.com/watch?v=ZiVfouGOOEU
https://www.youtube.com/watch?v=c_XV_xnL6fw
https://www.youtube.com/watch?v=c_XV_xnL6fw
http://cssia.org/cssia-resources.cfm
https://quizlet.com/134525358/ccna-security-flash-cards/
https://quizlet.com/134525358/ccna-security-flash-cards/
https://quizlet.com/80943468/ccna-security-final-flash-cards/
https://quizlet.com/80943468/ccna-security-final-flash-cards/
https://quizlet.com/60781407/ccna-security-vocabulary-flash-cards/

