ISO 27001 STANDARDS

International Standards Organization Security Control Framework

OVERVIEW

The International Organization for Standardization (ISO) has put forth the ISO 27001 standard to
help organizations implement an Information Security Management System which “preserves the
confidentiality, integrity and availability of information by applying a risk management process and
gives confidence to interested parties that risks are adequately managed.”

The ISO 27001 Controls are outlined in Annex A of the Standard. There are 114 in total, split into 14
sections (or ‘control sets’). Each section focuses on a specific aspect of information security.
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