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materials that can be used to inspire cybersecurity career awareness with students in elementary school, stimulate
cybersecurity career exploration in middle school, and enable cybersecurity career preparedness in high school. View the full
project charter here.

» K12 Cybersecurity Educational Instructional Professional Development (PD) Series - Determining the professional
development needs of K-12 educators in delivering K-12 cybersecurity content and outlining best practices for delivering
cybersecurity instruction in the K-12 setting that have proven effective in similar disciplines. View the full project charter here.

Accomplishments:

« Development of the K12 Cybersecurity Career Awareness for
School Counselors and Administrators one pager

« Development of the Cybersecurity Career Awareness Key

Talking Points flier
« Development of the Why Consider a Career in Cybersecurity

Key Talking Points flier NATIONAL INITIATIVE FOR
CYBERSECURITY EDUCATION

» NICE Strategic Plan review
» Development of the K12 Implementation Plan (2016-2020) National K-12 Cybersecurity Education Roadmap

+ Development of Synergy between Cybersecurity and
Computer Science one pager

+ Review and recommendations on cybersecurity concepts in
the Computing Science Frameworks

* Review and recommendations on cybersecurity concepts in
the Computer Science Teacher’s Association (CSTA) Standardse refresh

+ Development of K12 Cybersecurity Competitions one pager
« Review and input to the Joint Task Force on Cybersecurity Education Cybersecurity Curricula 2017 (CSEC v.5)

e Curation of known K12 educational resources for at-home uses

+ Development of Career and Technical Education Report outline https //Wwwmstgovhtl/applled—
« Development of the K12 Cybersecurity Education Roadmap CyberS ecu rity/n | Celcom mun ity/com mun |ty-
coordinating-council/k12-cybersecurity-
Active Programs: education

« National Cybersecurity Career Awareness Week for K12 audience

» K12 Cybersecurity Education Conferences planning
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National K-12 Cybersecurity Education Roadmap

The K12 Cybersecurity Education Roadmap establishes a
coordinated, coherent portfolio of National K-12
Cybersecurity Education activities so that efforts and
assets are deployed effectively and efficiently for greatest
potential impact. The intent is to encourage a more
deliberate focus among new and existing efforts and
create synergies among programs and agencies.
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National K-12 Cybersecurity Education Roadmap

PURPOSE

Document establishing a coordinated, coherent
portfolio of National K-12 Cybersecurity Education
activities.

Allows efforts and assets to be deployed
effectively and efficiently for greatest potential
impact.

Encourages a more deliberate focus among new
and existing efforts and create synergies among
programs and agencies.



Five
Elements of

the
ROADMAP

1. Increase Cybersecurity Career Awareness: Grow
and sustain youth and public engagement in
promoting cybersecurity career awareness and
exploration

2. Engage Students Where Disciplines Converge:
Identify, design, and share cybersecurity resources
for the future STEM and cybersecurity workforce

3. Stimulate Innovative Educational Approaches:
Enrich K-12 cybersecurity education instruction

4. Promote Cybersecurity Career Pathways: Cultivate
youth pursuing cybersecurity or cybersecurity
related credentials (e.g., diplomas, degrees,
certificates, certifications, badges)

5. Prioritize Research: Enhance efficiency and
effectiveness of K12 cybersecurity programs and
instructional practices

/

/



K12 Cybersecurity Education ROADMAP

How are your cybersecurity K12 efforts encompassed in the Roadmap?
Y

»




Objectives Success Indicators
Increase Cybersecurity Career Awareness: Grow and sustain youth and public engagement in promoting cybersecurity
career awareness and exploration

Collaboration, : Communicate the value and Review and analyze previous K12 Implementation INDICATOR: Completion of
coordination, and purpose of a national K12 Plan. environmental scan of activifies and
communicalicn are cybersecunty education strategy resources aligned to previous K12
E:iﬂ:h;g:?juiz (e, the K12 Cybersecunty Convene multiple stakeholders fo provide input on Implementation Plan
h Education Roadmap) and the development of new K12 Cybersecurity Education
need for engagement Roadmap INDICATOR: Completion of report
highlighting emvronmental scan of
Engage leadership and other stakeholders on the activities and resources aligned to
value of cybersecurity education and programs as previous K12 Implementation Plan.
criical enablers of the nation's K12 ecosystem
missions, requirements, and technology superiarity INDICATOR: Completion of K12
and support stakeholders through strateqic Roadmap.
communications resources.
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What do people really want from their program?

Creation of instance reports
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Building Blocks: Tasks, Knowledge,

and Skills (TKS)

Task

——————

Knowledge

Describes the Work

Describes the Learner



Table 6 - NICE Framework Skills Descriptions

Skill ID Description

S0001 5kill in conducting vulnerability scans and recognizing vulnerabilities in security systems.
50002 | Skill in allocating storage capacity in the design of data management systems.

S0003 Skill of identifying, capturing, containing, and reporting malware.

50004 | Skill in analyzing network traffic capacity and performance characteristics.

S0005 | Skill in applyving and incorporating information technologies into proposed solutions.
50006 | Skill in applving confidentiality, integrity, and availability principles.

S0007 | Skill in applving host/network access controls (e.g., access control list).

S0008 Skill in applyving oreanization-specific systems analysis principles and technigues.
S0009 | Skill in assessing the robustness of security systems and designs.,

S0010 Skill in conducting capabilities and requirements analysis.

S0011] Skill in conducting information searches.

S0012 Skill in conducting knowledge mapping (e.e., map of knowledge repositories).
0013 Skill in conducting queries and developing algorithms to analyze data structures.
=0014 Skill in conducting software debugging.

S0015 Skill in conducting test events.

s0016 Skill in configuring and optimizing software.

0017 | Skill in creating and utilizing mathematical or statistical models.

s0018 Skill in creating policies that reflect system security objectives.

Skill in creating programs that validate and process multiple inputs including command
S0019 line arguments, environmental variables, and input streams.

S0020 Skill in developing and deploving signatures.
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securely Provision
Protect and Defend

_Collect and Operate

Investigare_

neseeendcoven Cybersecurity Career
- Awareness Week

'CALL FOR COMMITMENTS
Third Week in October

We invite you to join us in observing Cybersecurity Career Awareness Week , a celebration to focus local,
regional, and national interest to inspire, educate and engage children through adults to pursue careers in
cybersecurity. Commitments are actions taken by the community to promote awareness & exploration of
cybersecurity careers. Commitments come In all sizes and don't always require financial investment. You can
host an event, distribute career awareness materials, or engage through social media. Be creativel

Learn more and register how you will participate at nist.gov/nice/ccaw
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Cvbersecuritv Career Awareness Week
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Securely Provision

Protect and Defend

Coliect and Dperat
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Cybersecurity Care
Awareness Week

OCTO3ER 1823, 202

Dversee and Govern

Operate and Maintain

Inspiring and promoting owareness & explovation of cybersecwity careers

Join us in promaoting ywareness & explocation of cybersecurity careers by hosting an cvent, participating in an cvent
engagng students with cybersccurity content!

ADD YOUR ACTIVITY

About the Campaign

Discovering Cybersecurity Careers

Cybersecurity in Your

Learn more about Cybersecurity Explare resources about cybersecurity Explore cybersecunt

Awareness Woek carers neighborhoe

nist.gov/nice/ccaw

Ideas for Engagement Special Events Sacial Media
Explare ideas to promote carcersin Discover our live events page coming Help us spead the word

eybcrmcrurity soan.

Froclamations Expanding Year-Round

Make it afficial Build awareness abaut cybersecurity
Explare our temlabes fo get started. carcers thraughaut the year page

coming soon.
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K12 CYBERSECURITY RESOURCES FOR AT
HOME
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CYBERAWARENESS RESOURCES RESOURCES FOR ELEMENTARY RESOURCES FOR MIDDLE SCHOOL

CYBERSECURITY E-BOOKS GAMES FOR KIDS AND FAMILIES

nicekl2athome.weebly.com

INTERNSHIPS/SCHOLARSHIPS COMPETITIONS




NIST Educational STEM Resource Registry
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NICE

NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION

Thank you!

nist.gov/nice
dpruitt@nist.gov



